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(57) A protocol for authenticating a mobile cus- 
tomer unit to a service provider where signaling 
messages are encrypted and where voice com- 
munications can be encrypted. A service pro- 
vider assigns to each mobile customer unit a 
unique "secret", along with other information 
such as a telephone number. At the pleasure of 
the service provider, a directive is sent to the 
mobile customer unit to create a shared secret 
datum based on the secret The shared secret 
datum is created with the aid of a bit string that 
is sent for that purpose by the provider. A 
portion of the created shared secret datum is 
used for encrypting speech and the same or 
other portion of the created shared secret 
datum is used as an input to a process for 
creating a second encryption key. That key is 
employed in the mobile customer unit to en- 
code those of the control signals generated by 
the mobile customer unit that affect the nature 
of the call in progress. 
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